The Harbour Privacy Statement (Website)
Introduction

The Harbour (“we”, “us”, “our”) is the data controller for the personal data we process.

We are committed to protecting your privacy and handling your personal data in accordance with the UK
General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.

This Privacy Statement explains how we collect, use, and protect your personal data when you:
e Use our website
e Access our services
e Contact us or submit forms
¢ Donate or engage with us

This policy applies only to data collected directly by The Harbour. It does not cover third-party websites or
services linked from our website.

For any queries about this policy or your personal data, please contact: info@the-harbour.org.uk
Staff, volunteer and applicant data is covered in a separate privacy notice.
Lawful basis for processing
We process personal data under the following legal bases:
¢ Consent - where you have given clear permission (e.g. newsletters)
e Contract - to provide counselling or services you request
e Legal obligation - where required by law
e Legitimate interests - to run and improve our services, provided your rights are not overridden
e Vital interests - where necessary to prevent serious harm
Where we process special category data (e.g. health information), this is done under:
e Provision of health or social care
e Explicit consent

e Safeguarding purposes



What information we collect
1. Requests for counselling (“self-referrals”)
We may collect:
e Name, address, phone number, email
e Date of birth
eGP details
e Availability
e Information about your needs and reasons for referral
Important note: confidentiality and safeguarding

Everything you discuss with your therapist is confidential. However, therapists are required to meet regularly
with a clinical supervisor to support and maintain the quality of their work. These discussions are also
confidential.

There may be exceptional circumstances where information needs to be shared to help keep you or someone
else safe. This may happen if there are concerns about a current risk of serious harm, or if information about
past abuse suggests that someone may still be at risk. In these situations, only relevant information will be
shared and only with the appropriate professionals or agencies.

Whenever possible, your therapist will discuss this with you first and explain what information may need to be
shared and why. Any decision to share information without your consent will be carefully considered and only
made when necessary to protect you or others.

2. Assessment “ We Hear you” appointments
We collect additional information including:
e Emergency contact details
e Health and wellbeing information
e Personal circumstances and background
e Equalities monitoring data
This information is necessary to assess suitability, provide counselling, and manage our services.
3. Donors
We may collect:
e Name and contact details
e Donation amount and history
e Gift Aid status
e Messages or preferences
4. Website use and cookies
We collect limited anonymous information about website usage through cookies.

Cookies are:



o Essential cookies - required for site functionality
¢ Non-essential cookies - used for analytics

We only use non-essential cookies with your consent, in line with the Privacy and Electronic
Communications Regulations (PECR).

You can manage or withdraw consent at any time via:
e Our cookie banner

e Your browser settings

5. Email communications (Mailchimp)
We use Mailchimp to send newsletters.
e Your data is processed by Mailchimp as our data processor
e Data may be transferred outside the UK
e These transfers are protected by appropriate safeguards (e.g. Standard Contractual Clauses)
You will only receive marketing emails if you:
e Actively optin, or
e Have a clear existing relationship and lawful basis applies
You can unsubscribe at any time using the link in emails or by contacting us.
6. Other forms
When submitting forms, we may collect:
e Name and contact details
e Enquiry information or messages
How we use your information
We use your data to:
e Provide counselling and support services
e Arrange appointments and manage care
e Communicate with you about services
e Improve our services and monitor effectiveness
e Process donations and financial records
¢ Send updates or communications where permitted
Where we rely on legitimate interests you may object at any time.
Sharing your information
We do not sell or share your data for marketing purposes.
We may share your data in limited circumstances:

e With your consent



e To prevent serious harm to you or others
e Where required by law or regulators
e With trusted service providers (e.g. IT systems), under strict agreements
¢ In anonymised form for research or reporting
Data security
We take appropriate technical and organisational measures to protect your data:
e Secure systems and password protection
e Locked storage for paper records
e Encryption and secure cloud providers
However, data transmission over the internet is not completely secure. You share information at your own risk.
Data breaches
If a data breach occurs that poses a risk to your rights:
¢  We will notify the Information Commissioner’s Office (ICO) within 72 hours
e We will inform you where there is a high risk of harm
Retention of records
We retain data only as long as necessary:
e Client records: 6-7 years after counselling ends
¢ C(linical notes: 7 years after counselling ends
e Gift Aid records: 7 years (legal requirement)
e Mailing list data: until you withdraw consent
Retention periods are reviewed regularly.
Your rights
Under UK GDPR, you have the right to:
e Access your personal data
e Correct inaccurate data
e Request deletion (where applicable)
e Restrict processing
e Object to processing (especially marketing)
e Data portability
¢ Not be subject to automated decision-making
To exercise your rights, contact us at: info@the-harbour.org.uk
You also have the right to complain to the ICO: www. ico.org.uk
Withdrawing consent

You can withdraw consent at any time.



Please note:
If you withdraw consent while receiving counselling, we may be unable to continue providing services.

Changes to this policy
We may update this Privacy Statement from time to time.

Any significant changes will be Posted on our website and clearly communicated where appropriate
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